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Advice for individuals and businesses on
how to stay secure online from the UK's
National Cyber Security Centre.

www.ncsc.gov.uk/cyberaware

Check a website URL before you visit,
plus practical advice on how to protect
yourself, your devices, and your business
against fraud and online cybercrime.
www.getsafeonline.org
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Call 159

If you think someone is trying to trick
you into handing over money or
personal details - stop, hang up and
call 159 to speak directly to your bank.

https://stopscamsuk.org.uk

Fraud

0300 123 2040

Have been scammed, defrauded or

experienced cyber crime?

Call 0300 123 2040, chat to a live

advisor, or to report fraud/cyber crime

online:
https://www.reportfraud.police.uk/

‘;--have i been pwned?

* Checkifyour email has been
compromised by data breaches or
leaked online. Check back regularly!

https://haveibeenpwned.com

T0 STOP FRAUD

Advice to help prevent email, phone-
based and online fraud - particularly
where criminals impersonate trusted
organisations.
www.takefive-stopfraud.org.uk

Practical advice to stay ahead of scams:

» Protect yourself from fraud & how to
spot fraud

* Report & recover from fraud

https://stopthinkfraud.campaign.gov.uk

citizens

advice

. Call Trading Standards at Citizens Advice:

* Ifyouthink a business or tradesperson
has broken the law or acted unlawfully.

* Need help in finding a trusted trader.

0808 223 1133 www.citizensadvice.org.uk
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Connected

Sign up to receive Herts Police’s crime

' updates and event info in your area, as

well as crime prevention advice:
https://hertsconnected.co.uk
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phishing.gov.uk
http://www.ncsc.gov.uk/report-scam-website
http://www.actionfraud.police.uk



http://www.which.co.uk
http://www.ageuk.org.uk
http://www.herts.police.uk
http://www.cifas.org.uk/individuals
http://www.gov.uk/guidance/property-alert
http://www.gov.uk/electoral-register/opt-out-of-the-open-register
UKPHONEBOOK.COM
192.com
Yell.com
ukphonebook.com
thephonebook.bt.com
http://www.fca.org.uk/scamsmart
http://www.herts.police.uk/cyber-fraud

